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We as a country are not well prepared to meet what is sure to be a growing terrorist threat to our ability to deliver electricity where it is needed, when it is needed, in case of attack. The power grid is at the very center of the interdependent critical infrastructure of the nation (DOE, 2002). Our Power Infrastructure, in particular, delivers the electricity that our entire economy depends upon.  Take out the grid and you shut down the internet, bank transfers, credit card and cash machine transactions, pumps and compressors needed to transport drinking water delivery, natural gas and oil transport through pipelines and storage facilities, stop lights and other key components of the transportation system like railroad and subway power and signaling, and most manufacturing plants (Figure 1). In fact, the business of the country would come to a standstill. About the only thing that will continue to work is the landline phone system: the microwave network supporting cell phones will also be shut down. 
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A transformer explosion at a Con Edison plant in Lower Manhattan knocked out power in
some areas and briefly raised the specter that terrorism had returned to the city.




Figure 1. A transformer explosion at the conEdison plant in Lower Manhattan knocked out more than power.  It also stop all electrical pumps, manufacturing, and traffic lights,  and “briefly raised the specter that terrorism had returned to the city” according to the New York Times (July 21, 2002).

 
Is it realistic to think that a coordinated national attack on the power grid could succeed in shutting down electricity across the country for a substantial time? We believe the threat is real, and that training and prevention should be the highest priority of the new Homeland Defense Department. In the mean time, War Gaming and Electric Grid Threat Simulation among the affected companies, governmental agencies, academic and institutional research organizations should begin immediately.  We are developing a Threat Simulator for Was Gaming to develop a “Learning Harness” to overlay on computer control systems to detect attack and prepare operator-response.
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The brownouts and blackouts experienced across the country this summer suggest that our electrical grid is having a difficult enough time keeping up with seasonal demand.  Never before have we had to consider sustained, coordinated attack from within our national borders, yet the electrical grid has been found on target lists and surveillance tapes of Al Qaeda operatives in Afghanistan and Europe. 

The country simply cannot afford unreliable distribution of electricity in this time of national crises. New York City saw an immediate 140 megawatt (MW) drop in electricity use and a total net reduction of 90 MW with the destruction of the World Trade Center. Although that was only about 20 percent of that predicted in some early reports the disruption was significant. See Power Alert II: New York's Persisting Energy Crisis, New York Independent System Operator (NYISO), March 2002. However, the World Trade Towers were at the end of the electricity distribution system, not within its vital power grid with its vulnerable switching arrays and transformer sub-stations. NYISO
 warns that the state must add more than 7,000 MW of new generating capacity by 2005 to avoid serious shortages even without attack. It is this coming convergence of supply and demand that makes the terrorist threat even more in need of a high technology solution.  

We believe one of the missing ingredients to the homeland defense is the need for electric grid threat simulators for war gaming – one that allows hundreds of threat scenarios to be examined on the computer and responses devised and trained for.  First and foremost, the topologies of the regional high voltage grids managed by Regional Transmission Operators (RTO) and Independent System Operators (ISO) must be combined on the computer with local power grids, and more generally, distribution networks managed by utilities such as ConEd in New York City, Keyspan on Long Island, PSE&G in New Jersey, and hundreds of other public and private generation and distribution companies across the country (Figure 2).
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Figure 2. Northeastern high voltage electric grid on left is connected to local low voltage grids through vulnerable switching and transformer sub-stations (triangles at right).

The burden of developing efficient electric grid threat simulators for war gaming must be shared by city, state and federal governments, the national labs, academia and electrical research institutions, but also by the power distribution, generation, and service companies themselves. It is they who will use the simulators to train their operators. Below we review the current state of affairs in Electric Grid Threat Simulation in this country and discuss the need for this vital anti-terrorist training and simulation software that will allow us to determine the true threat and appropriate responses to sustained, coordinated attack on the grid.

     
Of particular concern, computerized controls, called Power Control Systems (PCS) that control the production and distribution of electricity throughout the country will have to be very much more sophisticated and integrated than at present. It will take a whole new generation of technologies to unite the topologies of the electricity grid on its many scales. Luckily, much of this control system technology has been developed recently by the aerospace, automotive and manufacturing industries. The task at hand is its adoption by the electricity industry.  That, in turn, will require experts and expertise imported into a corporate and governmental regulatory culture bred out of the electrical utilities of our grandparents: one that is notorious for being insular and slow to respond to technological change (not late adapters, but the very last technological adapters).

[image: image8..pict]9/11 has emphasized the need to fix the Electric Grid Threat Simulation and modeling system before the next attack.  With this need in mind, lets review the present state-of-preparedness of Power Control Systems to cope with coordinated terrorist attacks, and compare it to more modern, integrated command-and-control systems in the military.

Figure 3. Power Control Systems of the RTO, ISO and local utilities will be required to redistribute electricity in case of future terrorist attacks against the grid.  Pictured here is the Connecticut Valley Electric Exchange. 

Today’s Power Control System
      
Developing an adequate Electric Grid Threat Simulator to train operators of the multiple organizations required to respond to coordinated attack is not a matter of simply joining the various computer systems that currently run the grids (Figure 3). As the Pentagon found out in trying to integrate computer systems from the different armed forces into unified, battlefield “Infosphere” command-and-control systems, predictability declines as the integration tasks become more and more non-linear. Breakdowns occur that have not been foreseen from historical experiences with the smaller, more linear systems that in the past acted independently.

We participated in a detailed analyses of current and planned technical improvements in the transmission and generation Power Control System of a major regional electricity supplier considered to be a technological leader in the electricity industry.  The grid under its management supplies a major urban area of the United States (not New York City) that includes more than 5000 square miles and several million people.  This PCS is operated and supported 24 hours a day, 7 days a week, by approximately 100 conscientious and well trained people. Its mission is to balance power loads among private consumers, businesses, and industrial users against the various generation resources available to it, both from internally owned generators and from external purchases available through company’s trading floor. Figure 4 below illustrates some of the dependencies and supply chain in power production.
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Figure 4. The complex fuel supply system for maintaining Power is managed by the PCS (Peerenboom, 2001).


The PCS operates on the premise that consumption is not known second-to-second (meters are not analyzed for consumption patterns, but are instead used entirely for billing), so the computer balances the spin of power generator turbines under its control to keep the Alternating Current (AC) of the grid at as close to 60 cycles per second (Hz) as possible. Any less and the computer revs up the Revolutions Per Minute (RPM) of turbine generators; any more and the computer sells the excess power to the regional grid through brokerages that buy and sell units of power.  Problems appear if the frequency of the AC in the transmission grid begins to drop below 59.99997 Hz (five nines) for computers, and below 59.997 (three nines) for electric motors, and then  “all hell breaks lose” to quote an operator from the PCS.  If its internal generation resources do not satisfy the instantaneous load at any given time, the company buys power across its interconnections to the North American Transmission Grid (called the Interconnect).

The inflow and outflow of electricity is monitored in real-time at all Interconnect sites and at critical junctions of the company’s own transmission lines.  The data are transmitted to the PCS every 2 seconds. Simultaneously, real-time costs are computed for all generators used to produce power for the company.  A diverse mix of natural gas, coal, oil, steam and nuclear energy, in turn, fuels these.  Costs to produce power for all generator and fuel combinations are constantly compared with prices available from suppliers. The PCS automatically selects the cheapest alternative at any time for adding power to the grid, and either increases the spin of these reserve generators, or alerts its traders to buy cheaper power from grid brokerages.

In addition, the PCS currently manages a one-way, real-time Supervisory Control and Data Acquisition (SCADA) network that sends an additional 230,000 measurement inputs to the PCS every 30 seconds. For emergencies such as hurricanes and tornadoes, the PCS has computerized controls that extend directly into major business customers’ circuit breakers for computer banks and expensive electrical equipment, but the company always hopes it has time to call the customer first before shutting down their equipment remotely.
The problem is that both the software and hardware of the PCS were designed under the assumption that excess power would always be readily available from other utilities on the regional grids.  If the computer didn’t have enough generators to meet demand, it would purchase electricity from the regional grid at a fixed price. With de-regulation of the electricity industry, thousands of independent electricity producers are popping up all over the country to sell expensive power at times of peak demand, and choke points exist at critical and varying junctions of the electricity grid all over the nation.

Most operator tasks depend upon the experience and awareness of the people themselves.  The operational processes of the staff are procedure-based and well-documented. The company does not use new software capabilities available for automating alarms work-tag tracking, and the opening and closing of circuit breakers remotely. No trend analyses or problem resolution is done computationally, nor is a data historian used (common practices in other industries). The “technology cycle” for new computer software and hardware (still paired) has historically been 14-16 years, with the latest upgrade the most rapid in company’s history (1988 to 2000). We found the PCS operators “bracing for a long next few years” and the software vendor lamented the “long sales cycle in the power industry.” 

Perhaps more critical in today’s world, while there is an excellent and well practiced plan for restoration of services from natural disaster outages (common), there is still nothing about terrorism (not yet anticipated when the procedures were last updated in 2000).  Training has become a special issue.  The SCADA data that is used for training must be real-time, and cannot be replayed for instructional purposes.  No case histories are used.  There was no training simulator in this software update cycle, a casualty of budget cuts. It is ironic that the cost to maintain an up-to-date simulator became too high because of the rapidly changing configuration and complexity of the national power grid, and particularly of the rapidly expanding power input into the company’s grid from independent power producers, and customer co-generation facilities as the result of de-regulation.
There is no escaping the conclusion that our electrical power grid is managed by a predominantly linear, PCS computer system. The added complexity of the system made the keeping of an accurate computer simulator expendable.  That would be like an aerospace company saying that its new planes are too complex to create a training environment for pilots -- other than flying the machine itself.  PCS operators must quickly assess the need to disable power to any section of the grid from the appropriate displays on their workstations. The added unpredictability of terrorism should instead make simulation even more critical to the PCS. Unfortunately, it is a significant threat to our national defense, let alone to our capability to deliver reliable power in times of peace. A much more sophisticated, integrated PCS capable of dealing with non-linearity (chaos) in the system is needed.  For example, there are few large-scale systems integration tools available to Electric Utilities and ISO’s such as training simulators, neural nets, artificial intelligence, and optimization traffic schedulers.  Those that have been developed by suppliers such as Siemens and GE Power have been difficult to sell.  Electronic switches, called Thyristors, that divert current from one path to another in much the same way that transistors channel 0’s or 1’s in computers are available to manage the flow of electricity around transmission grid choke points, but they are expensive and have been slow to be adopted by the power industry (c.f., MIT Technology Review, A Smarter Power Grid, Peter Fairley, July/August, 2001).  As the electricity grid becomes more and more complex, its response to perturbations becomes more and more non-linear, and it becomes more and more difficult for human operators to interpret what is happening in real-time.
 A Coordinated Terrorist Attack on the Power Grid

A new generation of operators, engineers and managers must be trained in electricity production and distribution under threat from terrorism.  We believe that an Electric Grid Threat Simulator for the PCS is required that will train in the complexities introduced by terrorism, combined with the coincident convergence of supply and demand across the electricity grid of North America.  Such threats, if geographically distributed, coordinated, and sustained over a period of time, will drive the electricity grid to more and more non-linearity, causing breakdowns that have not been foreseen from previous experiences with the more linear systems of today. A future workforce must be trained to cope with this uncertain future. 

Automated variance detection, combined with “make-it-so” problems-to-solutions mappings, is a non-linear inverse problem that requires a simulator to teach operators how to solve.  The integration of technologies required for this cross-system optimization problem will require an unprecedented degree of interdisciplinary collaboration among the various operators of the topology of the grid, from local to regional and national and international, in and of itself.

In a grid model with hundreds of thousands of failure points, training becomes problematic without proper computer simulators. The Electric Grid Threat Simulator must not be too general. It must focus on critical failures that have specific remedies.  The chaining of these events is where the simulator becomes powerful. Each element of a transfer function that covers both the regional, national, and local grid topologies can then be transformed into responses. Closure can then be computed. Global behavior is then determined from the synthesis of the component models.  

What are the threats, what are the failure points, and what are the downward cascading symptoms of these failures? These must be mapped into through a “learning harness” overlain upon the topological models of the various scales of the grid. Consider a coordinated attack on the local components of the power grid. In order, terrorists attack the microwave communications of SCADA data, then a power generator, a transformer substation, and a compressor fuel transportation station, all within several minutes of each other (Figure 5). The cascading failures results in escalating problems throughout the local grid that soon affect the national high voltage grid.
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Figure 5. Cascading failures from a coordinated terrorist attack on the Power Grid (Peerenboom, 2001).


Suppose now that this attack is followed a few minutes later by a coordinated attack on the high voltage regional transmission grid. The first hit takes out one of the high voltage transmission lines delivering regional power to the local utility, as for example, in northeastern Maine (Figure 6).  Within 3 minutes, catastrophic failure has spread throughout the northeastern United States if remedial action to deliver missing power and reroute electricity is not activated on a massive scale – and within about 5 minutes.  The question is: what system do we use to train for such scenarios?
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Figure 6. Simulated terrorist attack on the Northeastern Power Grid. Note how quickly the problem spreads from Maine to Buffalo, then to the entire Northeast. (Yellow and Red are areas with less than 59 Hz power, bad for all electrical machinery and computers. Simulation by PowerWorld.)

Design of a Electric Grid Threat Simulator

No question the PCS can be better supported by computer intelligence in the form of a Electric Grid Threat Simulator for War Gaming. We hope that the incentive for change got a significant boost on 9/11.  In general, few PCS simulation environments exist to train new engineers and managers about how to respond to crisis scenarios of any kind.  The case study revealed that fault detection and tracking of what has failed, where, and when, remains dependent upon operator experience and “instinct”.


In order to build such a Electric Grid Threat Simulation environment, a “learning harness” is required, which represents a fundamental mapping of the business, security, environmental, and engineering processes and activities required to maintain and operate the grid under attack (Figure 7). This is the first step that must begin immediately in a concerted, confidential, unprecedented collaboration of all involved parties. These processes must be known in enough detail to develop computerized variance detection and contribute weights to the “credit assignment” problem of what to do to fix problems. Known solutions to problems are kept in a best practice database. The system must learn from mistakes by tracking performance metrics of previous actions in much the manner of a chess, backgammon or checkers program. A key technology we use is the Suitability Matrix(sm). This is a linked set of matrix representations (a set of spread sheets) that use generalized weights as the values of the cells. It maps import of an attribute (a problem) to possible decisions (a solution). These matrices are "populated" using reinforcement learning, a type of dynamic programming, which optimizes decision-making under uncertainty and time (4D learning). Data gathering for such a system will provide the following:

· Eliminate the "wish I could have seen it coming" through multiple scenario planning

· Estimate risk on all decisions

· Identify solutions quickly

· Eliminate latency in getting the right actions to the right people

· Verify that actions are being executed in the field
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Figure 7.  The Electric Grid Threat Simulator must connect software applications that constantly re-compute each bullet indicated above – this framework has already been enacted for the Oil, Internet,  and Telecommunications industries.

The key foundation to our Threat Simulator is an adaptive feedback control system, which involves the solving of implicit or explicit inverse algorithms in a controller to minimize error and arrive at an optimal solution. We adopt a mixture of Artificial Intelligence (AI), operations research, and systems engineering to build our controller. AI works well with discrete, richly structured, and nonlinear problems and control theory offers an overall framework for solving the linear and nonlinear components of the system-wide problem (Werbos, 1999, 2001).  Certainty factors or probabilities to represent ranking of alternatives can be adapted by the Electric Grid Threat Simulator learning system over time (e.g. Neuneier, 1995, Werbos, 1998, 1999).  This online learning is key to a successful Electric Grid Threat Simulator.

 In sum, our Threat Simulator implements a unified framework for generating corrective actions that individuals and automated systems in the organization must take to align the business to reality in the face of multiple threats. The Learning Harness uses metrics to gauge feedback and train for best responses. It uses a discrete forward model to compute event propagation. This is the same problem encountered by the Internet, and there are management programs that do just that to reroute message traffic in case of a failure in a router or a series of routers, automatically. The use of Codebooks within Internet fault detection software (Yemini et al, 1996, 1997, 2001) is a good example (see www.smarts.com).  Causal analysis determines how each problem propagates through the topology, then “cost-to-go” simulation within a reinforcement-learning framework is used to determine automatic corrective actions. Update the learning harness several times with varying simulated disasters, and it learns the correct responses. Priorities in response are then developed by the system depending upon a damage metric. The electric grid needs similar Electric Grid Threat Simulation software.
Summary


The electrical grid of North America is under significant threat, and as a fundamental underpinning of the global sustainability of our economic system, we must take remedial action to save it.  Grand Challenge change is required, not incremental tuning.  As a first step, a Electric Grid Threat Simulator is needed immediately to train a new generation of energy professional in ways to cope with the radical new world they face in the electricity workplace under threat. Gone are the days when Americans took vital services like electricity, computer networks, and safe drinking water for granted.  We must be diligent against this new terrorist threat or our infrastructure will come tumbling down, and along with it, our American way of life. 
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� NYISO is a not-for-profit corporation established in 1999 to help restructure New York's electricity industry. It oversees the state's wholesale energy markets and runs its high-voltage electric transmission system.
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